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three bridges:
(1) usability criteria

(2) physical heuristics
(3) linguistic heuristics




usability criteria



ease of use
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discoverable efficient error-tolerant
(first use) (repeated use)



example: car radio presets

discoverable? not really: who would guess?

efficient? yes, perfect

error-tolerant? partly: a long press can overwrite a saved station



example: signatures in Apple Preview

Signature Capture

Sign your name in black ink on a small piece of
white paper.

Hold the paper up to your Mac's camera so your
signature rests on the blue line.

Signature Preview

Wee kardvarf_

v/ Save this signature for use after Preview quits Cancel Accept

discoverable? yes, as good as it gets
efficient? yes, but not very flexible

error-tolerant? yes, feedback as you position it



example: dropbox/gdrive deletion

l! Dave Salyer X
G-Suite (Workspace) & Google Docs/Sheets user/expert - Author has 1.2K answers and 4.4M
answer views - 4y

Related When you delete something in Google Drive, does it unshare it from
whoever was a collaborator?

Deleting a file from your My Drive that is shared with others will show you this message:

Removed 1 file. 1 removed file is still accessible by collaborators. UNDO

Delete folder? This is a confusing message because you would think that other people who the file has
been shared with would still be able to work on the file like normal.

But that is not the case. In the test | did, | was the Owner on one account and an Editor on

another. In the Owner account, | removed the file and received the above message. It then
Are you sure you want to delete party from your Dropbox? appeared in the Trash (Bin).

| went in to the other, Editor account and the file was no longer visible, anywhere in Drive,

Cancel not even in the Trash (Bin).

| went back to the Owner account and restored the file and it returned as an accessible file
in both places as expected.

| tested this also with Link Sharing. | turned on Link Sharing for a file and shared it with my
‘other self’ via a link in an email. | tested to see that | could open the file and it was fine. |
closed the file, went back to the other account and removed it, putting it in the Trash (Bin).

| went back to the email with the link and | got this when | clicked it:

discoverable? yes, but might not mean what you think

No preview available.

File is in owner's trash

efficient? yes, just click a button

| think the "accessible by collaborators” message is confusing but it's better to be there as a

erro r-tolerant? SO rt Ofo deletes Other use rS' COPieS reminder that the file still exists somewhere. Even though it is not readily accessible by
) ) ! collaborators, the Owner can easily restore it to make that so.
but can undo.

Perhaps the message is there to tell the Owner that if they truly want to make it impossible
for anyone to access the file, they should remove it forever by visiting their Trash (Bin).



pleasantness




example: pleasantness in architecture

LA

= o ."'r"...’,_...' s

. ,w '.3 v
=" *

LN J

Ryoan-ji, Kyoto


http://www.ryoanji.jp/

amber case: calm tech evangelist

OREILLY"

Technology

PRINCIPLES AND PATTERNS FOR NON-INTRUSIVE DESIGN

Amber Case

require least attention possible
communicate without noise
respect social norms
minimal technology needed

use the periphery



example: grayscale filter

m I m E m S U B S C R I B E Calendar Photos Camera Calendar Photos

Weather Reminders i Weather Reminders

DAVID NIELD GEAR DEC 1, 2818 7:88 AM

Extras

Try Grayscale Mode to Curb
Your Phone Addiction

I0S and Android make it easier than ever
to sap the color from your phone, and
help you save some sanity in the process.




example: focus modes

2:28 9

£ Settings Focus

& Do Not Disturb

@

- Personal
Sleep

Work

Focus silences alerts and notifications.

Share Across Devices

Turning a Focus on for this device will also turn it on for

your other devices.

815 v = =

< Focus Do Not Disturb

& Do Not Disturb

ALLOWED NOTIFICATIONS

People Apps

Allow calls and notifications from people, apps, and those
marked as Time Sensitive when this Focus is on.

OPTIONS

09 Focus Status On
Home Screen

D Lock Screen

TURN ON AUTOMATICALLY

g - unl off
Every day

e Add Schedule or Automation

Have this Focus turn on automatically at a set time,
location, or while using a certain app.


https://www.theverge.com/22726456/ios-15-iphone-focus-distractions-how-to

example: the light phone

p o L

“A credit card-sized cell phone designed to be used as little
as possible. The Light Phone is your phone away from
phone.”







what's safety for?

q v

regular products

safety-critical products



interlocks, not just messages

M Sk

Heathrow Airport



(in)tangible user experiences
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not blaming the user

USS Yorktown, 1997

Managers are now aware of the problem of entering zero into database
fields and are trained to bypass a bad data field and change the value...
ships do go dead in the water... People sometimes make mistakes and
systems break. The trick is we have trained our crew...
— Commanding Officer, USS Yorktown




security




anecdote: bad password

From: "TIG" <help@MIT.EDU>
Date: October 13, 2008 11:04:08 AM EDT
To: "'Daniel Jackson™ <dnj@csail.mit.edu>

Subject: your password

We recently ran a password checker to evaluate
passwords of all CSAIL users, and your password was
readily broken. Please choose a new password ASAP...

my password:

sergeantpepperl967/

8 character UNIX limit: truncated after this


mailto:dlevenso@MIT.EDU
mailto:dnj@mit.edu

a common password policy

ACTION REQUIRED TO RETAIN ACCESS TO
APPLICATIONS VIA THE INTERNET
SUCH AS EMAIL, WEB SITES AND REMOTE DIAL UP

Company provides the ability to access various applications
via a Company ID and password. Your password expires
every 75 days.

This reminder is being sent as it has been 60 days since
your last password change.

If you do not change your password within the next 15

days, your password will expire and you will lose access
to company applications.

is this a good policy?



social engineering: who is this message from?

eoe T i AQ” KN =» 5 M v
@ Asu Ozdaglar October 3, 2024 at 9:44 AM
(No Subject)

To: Arvind Satyanarayan

Available, Cell number?

Best regards,

Asu Ozdaglar
Head and Professor

Department Of Electrical Engineering and Computer Science




social engineering: who is this message from?
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(No Subject)
To: Arvind Satya

Available, Cell number?
Best regards,
Asu Ozdaglar

Head and Professor
Department Of Electrical E

QKR K w

Asu Ozdaglar v Julleateuee@gmail.com

Copy Address
Add to VIPs
Block Contact
New Email

Add to Contacts

S m .

October 3, 2024 at 9:44 AM

»




homograph attacks

@ IDN Homograph Example X + \V

@ O 8 https://www.apple.com 28 L7 & i]

Hey there!

This site is obviously not affiliated with Apple, but rather a demonstration of a flaw in the way browsers handle
Unicode domains. This is proof-of-concept works in Chrome 58 and earlier along with all versions of Firefox.

Check out the complete blog post by Xudong Zheng for more details on the
vulnerability.
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homograph attacks

O IDN Homograph Example X + 3

C O B https://www.xn--80ak6aa92e.com s 7 ¥ ©® 9]

Hey there!

This site is obviously not affiliated with Apple, but rather a demonstration of a flaw in the way browsers handle
Unicode domains. This is proof-of-concept works in Chrome 58 and earlier along with all versions of Firefox.

Check out the complete blog post by Xudong Zheng for more details on the
vulnerability.




accessibility




red-green colorblindness

affects 8% of men




example: colorblindness

Transport select committee warns drivers of fake websites

Promoted Content

&
&Mv Innovation at work
- Q Want to find out how to unleash
‘ Y innovation in your organisation?

Whether you're keen to learn more
about hotdesking, laser printing, connectivity, mobility,
security or more, check out our...

<1 o e o0 [>

Latest in Strategy

—
. . Apple Music faces antitrust

"2 mm 0w investigation

simulated with SEE Chrome plugin



web accessibility guidelines

ontent
VV e b/ \| I\/\ e services articles resources community

- ty mind
n 1 I'F L w ' G Search WebAIM

. Q [Introduction to Web Accessibility|

Type the bwo words: i~ ¢
il re CAPTCHA
improve wages| * ; C ) spam Keyboard Accessibility
o egd C l - Home > Articles > Keyboard Accessibility

Article Contents

Page 1: Keyboard Accessibility
o Introduction

provide text alternatives to Images e

keyboard accessible
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© English (en) subtitles

‘b e ) = © suomi (fi) subtitles

S‘. | X% ® francais (fr) subtitles ||§
ces principes de gouvernement que le cofCITTRURIISENIN A
g v

i o 523 g I B8 | MENU
offer captioning of video content

See: Web Accessibility Initiative, http://www.w3.org/WAI


http://www.w3.org/WAI

lessons

ease of use: conflicting goals
pleasantness: we're not machines

safety: usability means constraints
security from usability & usable security
accessibility: important & beneficial to all



exercise: subway turnstiles

|
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learnability
efficiency
error tolerance

_ pleasantness
z safety -
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Commons: redesign a subway gate

| - Think of someone using this subway gate.

Al - THESH ‘

B OF rmoe E}E ')-'E' Tracks ¥

OB ——

Describe a situation where they might have
difficulty.

o e .__"“A ~;
NS " : = —_ -
AS TP TN 7T -~

Propose a change to help. Explain which
usability criterion it improves and why.

Could your change create a different
problem? Explain.

B < ety A
g ,uy:&.;‘,j.;,i:._t-i’:ﬁ“-.,.

Lo U e e i Discuss with a neighbor, then each submit a
Tl AR g short answer in Commons.

learnability s

efficiency

error tolerance

pleasantness

safety
security

accessibility




levels of UX design

physical linguistic conceptual

concrete abstract
I



physical

level




concerns of the physical level
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human characteristics

time to move mouse?

perception of delay?

sensitivity of the eye?
memory capacity?

touch, sight, sound

design of interface

where to put buttons
when to show progress bar
what colors to use
when to rely on recall



fitts's law




fitts's law

heuristic
make features
close & large

«— W —>

pr——o—— o

time to move to target T = a + b.log(D/W + 1)
reaction time a is fixed
moving time depends on ‘index of ditficulty’ D/W


http://fww.few.vu.nl/hci/interactive/fitts/
http://simonwallner.at/ext/fitts/

discussion: windows vs mac

£ @ TextEdit File Edit Format Window Help

File Edit Format View Help *—

e 06 Untitled

“On Windows the menu bar is right there, no need to
move your eye to another part of the screen.”

An online argument. Is he right? What does Fitts's Law say?



applying fitt: windows vs mac

¢ TextEdit File Edit Format

Untitled

Styles 'v] [E = = = Spacing
= BN S
0 1 12 3

the Mac menu is a bit further away,
but it effectively has infinite size, so
it's much quicker to locate



example: closing app on iPhone




selecting objects in powerpoint

Click to add subtitle

Click to add title . — ,
slide after clicking on object

slide when first viewing Click to add title

Click to add subtitle

slide after selecting object



how to select an object in powerpoint

Click to add title

Click to add subtitle



how to select an object in keynote

Double-click to edit

Double-click to edit



THE EII'EOGRAPH.

an early flipbook

responses within about 100ms
can feel instantaneous



response time and feedback

Today

Microsoft Windows w

Please wait while the features are configured

: Arvind Satyanarayan
Test

This mught take several minutes.

progress bar This is a test post




gestalt principles of grouping

heuristic
use visual layout
to convey structure

http://visual-memory.co.uk/daniel/Modules/FM21820/visperoz.html


http://visual-memory.co.uk/daniel/Modules/FM21820/visper07.html

gestalt principles of grouping

USER username username

password password password

https://mtc.dor.state.ma.us

U Taxpayer ldentification

Individual Name

ID Type SSN v
*
ID Required
*
Confirm ID Required

*
Phone Number Required



example: aggregate actions in Google groups

GO gle Search for messages . n
GFOUpS C Mark all as read Actions ~ Filters ~

« alloytools shared privately

My groups
14 of 14 topics (11 d) ¥
Home o) opics (11 unread)
Starred
Welcome to the Alloytools discussjon group.
~ Favorites The purpose of this group is to di€cuss Alloy development and promoting Alloy.

Click on a group’s star icon to add it to your

favorites
~ Recently viewed
Alloy Board
alloytools
tlaplus Edit wélcome message  Clear welcome message
% What is a deterministic state machine? (4)

Mongoose Node.JS ODM ‘ v

microsoft.public.mac.office.word |
» Recently posted to ABZ 2018 call for contributions (1)
v I Alloy grammar (4)

Privacy - Terms of Service

] When, What, Why of Alloy models (1)



mapping

heuristic
make layout consistent
with function

from: Donald Norman, The Design of Everyday Things



situational context

<« G O gle >

Previous 5 6 7 8 9 10 11 12 13 14 Next

pagination

Library of Congress > Collections > Fine Prints

a breadcrumb from http://www.loc.gov

Refined by: = Sites and Collection: Fine Prints < Location: Italy <

filters from http://www.loc.gov

O Preferences

Presets External Editing File Handling Interface Lightroom mobile

Language: English B

Settings: Show splash screen during startup

tabs from Adobe Lightroom


http://www.loc.gov

situational context

QWERTYU I OP

A S DFGHJ K L

Z X C V B N M

123 & U space return

i0S Keyboards from Allen Pike


https://allenpike.com/2014/schrodingers-shift-key

situational context

QWEIRTYU I OP

A S DFGHJ K L

Z X C V B N M

123 & U space return

QWEWRTYU I OP

N - N - N _—

A S DFGHJ K L

Z X C V B N M

123 & U space return

i0S Keyboards from Allen Pike


https://allenpike.com/2014/schrodingers-shift-key

situational context

€ Accessibility  Keyboard

SOFTWARE KEYBOARDS

Show Lowercase Keys \

This affects keyboards that use a Shift key to switch
between uppercase and lowercase letters.

a s d f g h K
e 5 Z X C V b n m <X
2123 space return
e0e00 ATRT = 11:35 PM 7 @ X 100%



accelerators

\ C B nytimes.com

Google search bar autocompletion

New From Template > . - — =
o 4

Open... 380 = o - =

Open Recent B

Re-Open With Encoding I Q Primary 2 Social

Close ¢ 3#EW

Close Tab #EW v Google

Save &S ) =

Gave An. 5988 v’ Verizon Wireless

Save All NS v betterbatonrougejobs.com

New Project File... 3N > Jazmin Primeaux

Save Project S

Save Project As... ~{+8S v Mila Kiessling

Reveal in Finder ~{3#ER

Print... %P Gmail aggregation

Textmate shortcuts



recognition vs. recall

[ NN | Terminal — tcsh — 65x17

[bravo:~] dnj% ls -1t

total 50312

drwx 15 dnj 501 510 Jul 10 16:22 Desktop

drwx 5 dnj 501 170 Jul 10 16:15 Documents

-fW——————= 1 dnj 501 25756205 Jul 10 12:00 unison. log

drwx 10 dnj 501 340 Jul 6 17:49 Downloads

drwxr-xr-=x 6 dnj 501 204 Jun 28 12:12 Pictures 1 .

drwx—=-x-=x 27 dnj 501 918 Jun 22 17:48 Filestore Unlx She”’ have tO reca” Command and
drwx----—-@ 56 dnj 501 1904 Apr 16 22:36 Library 1 1 1 1 1

arx el e e e options to list directory by modification date
drwx----—-@ 8 dnj 501 272 Mar 11 2014 Google Drive

drwx 6 dnj 501 204 Feb 22 2013 Music

drwxr-xr-=x 2 dnj 501 68 Jan 11 2013 Applications

drwx 5 dnj 501 170 Jan 10 2013 Movies

drwxr-xr-x+ 3 dnj staff 102 Jan 10 2013 Sites

drwxr-xr=x 5 dnj 501 170 Dec 3 2012 Public

[bravo:~] dnj% [}

@ )
00 o) =

|

j
v Q

4

0

v

0

il &

Name

Kind
D J Application 7/-\; 5

Date Last Opened

Date Added o . .
Desktop Do fore Applications Documents Mac finder: just have to recognize

_ sz symbol for organize, and then
o j Tags L =~ O recognize selector for modification

v None date

Google Drive Movies Music Pictures Public

1 O\G




linguistic
level






speak the user's language

Commodore Amiga crash

: You can also print this ticket or add to Apple
q\1©

} ‘ ; ?a‘)e‘ Wallet Onlv availahle on limited rontes and ticket
/ S \ . .
“r,.(‘V g ( / We", this is awkward

infamous HP printer error Token not provided in guest headers.

OK

Trainline ticket error

“Example”is an application downloaded from the

4 @ X Internet. Are you sure you want to open it?
Your PC ran into a problem and needs to restart. We're just
Secaml st e i collecting some error info, and then we'll restart for you. (0%
| complete)
W, Show Web Page Cancel Open

If you'd like to know more, you can search online later for this error: HAL INITIALIZATION FAILED

a helpful and informative message
Windows blue screen of death



speak the user’s language: using metaphors

Il ATET = 3:20 PM CH] .. ATET = 10:54 PM B 85 % b

L) - - -— -~
p s ol rF — T ———,

° MIical i}

Notes The rain in Spain... Done

Cut Copy Paste =

. e Repeat Never 2
The rain in Spain falls mainlyion the
plain. : Sound Alarm 2
Snooze m
Label Alarm 2

alwlE Rﬁ‘ rlvluvlilolp
Als|o|Flc|H]sfk]L
el z{x|c]vis[nimE]
.?2123 m return .




speak the user’s language: using metaphors




speak the user's language: using metaphors

New Message Cancel
To: @
+
qw e r t y u I 0 p

a s d f g h | k |

s Z X C Vb nm &

123 space @ . return

@ ¢




speak the user’s language: parts of speech

GO gle Search for

Groups Confirm Multple File Delete x

Are you sure you want to delete these 23 items?

alloytools
Yes MNo
+ Members
SN Y
All members
Invite members -
Are you sure you want to
Direct add members permanently erase the items in
the Trash?
OUtStanding invites You can’t undo this action.

Join requests




consistency




consistent naming & icons

el 3 @ @ &3 i @ -

Q@ = : 20 B
Last modified File size E @ E
icons shown in Google Drive, c. 2020 2022
R consistency
H N
dCl'OSS
EEE D icati
application,
=
. 'Google AppS Plathrm,

domain



consistent conventions

Chrome About
History
| C' Google Chrome
Sxtensions A web browser built for speed, simplicity, and security
Settings , . |
[ Get help with using Chrome ) | Report an issue
About Version 43.0.2357.130 (64-bit)

Nearly up-to-date! Relaunch Google Chrome to finish updating.

[ Set Up Automatic Updates for All Users | Relaunch |

why is ‘History’ greyed out?



'S

0 © ® & @@ )e

C

s m N
OV

© & =+ e

»

®

Settings

You and Google
Autofill

Privacy and security
Appearance

Search engine
Default browser

On startup

Languages
Downloads
Accessibility
System

Reset settings

Extensions [/]

About Chrome

Q_ Search settings

Appearance

Theme
Open Chrome Web Store

Show home button
Disabled

Show bookmarks bar

Font size

Customize fonts

Page zoom

Pressing Tab on a webpage highlights links, as well as form fields

Show warning before quitting with 3Q

Medium (Recommended)

100%



consistent conventions

mm Windows puts OK first & ~pple puts OK last

GIEINe AJINR .

You can’t undo this action.

Next Cancel Cancel Empty Bin

“AudioTest” Would Like to "Foursquare” wants to open
Access the Microphone “"Uber."

Don’t Allow OK Open Cancel




Award Winners

Caldecott Medal (107)

Man Booker Prize (54)
National Book Award (49)
Newbery Medal (84)

The Pulitzer Prize (46)
Hugo & Nebula Awards (25)
Eisner Award (39)

Packaging Option
Frustration-Free Packaging (9)

Promotion
Bargain Books (142,908)

Avg. Customer Review

YRy & Up (2,903,157)
Yoo & Up (3,274,714)
Yo & Up (3,378,179)
yooae & Up (3,481,555)

dalnazon.com

information scent

books

what's new

new releases
pre-orders
NY Times bestsellers

Target Club Picks I
Only at Target 5 ILII .- = mwm
-

featured categories I -

book deals '..- #ofvisits N0 0 recency

Rosetta Stone

John Green '

Dr. Seuss DatasetA |~

signed books DatasetB |=

..................................................................... . J Dataset C

kids' books « DatasetD D—

baby-3 years DatasetE 3 LocationD @©

4-8 years Dataset F u .

9-12 years DatasetG |w created b?' : N
Lee" N i o i admin = member visitor
standards v visited @) number of edits

all kids' books

target.com


http://target.com




$ s
abd
$mvdc

$ s

abc

$mvab

$ Ls
bc

$mvbc

$ s

$lsc

$ s

fl.cf2.c...fl.of2.0...

$rm *>o0

$ s

0

$ s
abcd
$mva'*

$ Ls
*bcd

| | $ s

See: The Unix Hater’s Handbook

which criteria and

principles are
violated here?




heuristics offer
codification of knowledge
basis for critique

a systematic approach

but remember
no rules are perfect
must be applied thoughtfully

surprises always possible!

takeaways

cheatsheet for heuristic evaluation of user interfaces / 61040, software studio

criteria

physical

linguistic

learnability

can users learn quickly and easily?
efficiency

can experts work fast and efficiently?
error tolerance

are user errors mitigated?
pleasantness

s the app pleasant to use?
safety

is it safe?

security

are privacy and integrity ensured?
accessibility

usable by everyone?

fitt's law

how quick to point?

perceptual fusion

respect human perception of time
gestalt principles

convey structure by visual layout
mapping

layout interface to match function
situational context

provide features appropriate to context
accelerators

allow quick access to common features
typography

readable text, accessible & effective color

speak user’s language

not developer’s language
consistency

are names, icons etc consistent?
recognition vs. recall

reduce recall burden on user
information scent

provide hints for navigation



